
“MailFrontier Gateway Appliance 
is a spam killer! We wanted the 
best email security solution, and 
MailFrontier is the complete 
package. MailFrontier was quick  
to install, integrated with our LDAP, 
needed minimal configuration 
and provided end-user quarantine 
management capabilities!” 
–	 Ron Meyers   
	 Manager of the Lotus Notes  		
	 Environment for Anixter

Awards
MailFrontier has won numerous 
awards, including:

Customers
With just 10 minutes of maintenance 
a week, customer after customer has 
found MailFrontier’s self-running, 
self-updating email security solution 
the easiest to manage.

MailFrontier Gateway Appliance
MailFrontier is the leading provider of email security and compliance 
solutions that protect organizations against threats, such as spam, phishing 
and viruses; identify and enforce regulatory and corporate compliance 
policies; and enable consolidation of email infrastructure.MailFrontier 
Gateway™ Appliance is a pre-configured, pre-hardened solution, based 
on IBM xSeries hardware available on Windows and Linux operating 
systems. It combines the best protection, effortless control, and high 
performance with immediate deployment.

Best Protection
MailFrontier protects networks from all inbound and outbound email 
threats using MailFrontier Cognite™, an end-to-end email attack-
monitoring system that identifies and stops email attacks. 

•	Anti-Spam 	 •	DHA and DoS Protection 	 •	Policy Management	
•	Anti-Phishing	 •	Zombie Detection 	 •	Compliance Tools 
•	Anti-Virus	 •	Time Zero Virus Protection	 •	Blended Threats 

Effortless Control
MailFrontier Gateway Appliance is designed to ensure simple 
configuration, easy customization, and automated maintenance, all 
through an easy-to-use Web-based administrative interface.

•	 Quick Configuration in less than an hour
•	 Auto-Update of all data and software
•	 LDAP Integration for authentication and user management
•	 Streamlined Group and End-User Management for grouping by 
	 organization, group, or mailbox or delegation of administration
•	 Personalized End-User Controls for optional access to junk boxes
•	 Easy Auditing of any email that has been routed through the system
•	 Detailed Reporting including information on attack types, solution 		
	 effectiveness, and system performance

MailFrontier Gateway requires just minutes of administration each week, 
providing unparalleled ease in implementation and management.

High Performance
MailFrontier provides high performance through its unique MailFrontier 
Preemptive Scanning MTA™ that offers breakthrough message analysis 
and industry-leading message delivery rates. Such a solution needs fewer  
machines to process the email load. MailFrontier delivers a solution that 
lets organizations consolidate email security while scaling to meet the size 
and performance requirements of their company.

MailFrontier Gateway™ Appliance
Enterprise Email Security—Power without Complexity



Comprehensive Email Solution
MailFrontier Gateway Appliance 
provides extensive inbound and 
outbound email protection which can 
be enhanced with the MailFrontier 
Power Protection™ module and the 
MailFrontier Compliance™ module. 

MailFrontier Gateway Appliance
• 	Anti-Spam — stops 98 percent  
	 of spam 
• 	Anti-Phishing — provides a market- 
	 leading anti-phishing solution.
• 	DHA/DoS Safeguards —  protect  
	 the network from deluges of email.
• 	Policy Management — enables 	 
	 inbound and outbound email policies  
	 at a company, business unit,  
	 geographic, and/or group level. 

MailFrontier Power  
Protection Module
• 	MailFrontier Time Zero Virus  
	 Technology™ — guards the network  
	 prior to the availability of virus  
	 signatures with predictive methods  
	 and responsive techniques.
• 	Virus Signatures — protect from  
	 known viruses with the leading anti- 
	 virus engines from Kaspersky Labs  
	 and McAfee.
• 	Zombie Detection — captures	  
	 outgoing spam, virus, and phishing  
	 attacks from infected machines within  
	 the network.

MailFrontier Compliance Module
•	 Intelligent Identification — makes 	
	 compliance easy by applying your  
	 compliance policies for inbound and  
	 outbound emails and using intelligent  
	 filtering to determine if an email  
	 violates a policy. 
•	 Monitoring & Reporting — allows  
	 administrators to inconspicuously  
	 view compliance violations.
•	 Encryption, Archiving & Other  
	 Enforcement — provides a range  
	 of integrated enforcement options  
	 to meet compliance requirements.

Deployment Options for the Enterprise
Whether you need a single appliance to handle all your email security 
activities or you require high availability, failover, and load balancing, 
there is a “no compromise” MailFrontier Gateway Appliance to meet 
your needs.

•	 MailFrontier Gateway Appliance M500  
	 Built for small to medium enterprises, MailFrontier Gateway 		
	 Appliance M500 has processing capacity up to 1.2 million messages 		
	 per unit per day.

•	 MailFrontier Gateway Appliance M1000  
	 An enterprise solution for medium to large enterprises, MailFrontier  
	 Gateway Appliance M1000 has processing capacity of up to 2.4  
	 million messages per unit per day.

MailFrontier support offers next-business-day on-site service, including 
parts and labor. 

Reduce Cost and Complexity
MailFrontier Gateway Appliance, MailFrontier Power Protection module, 
and MailFrontier Compliance module are all seamlessly integrated into 
the same easy-to-use Web-based administrative interface. By providing 
comprehensive protection in one solution, MailFrontier enables 
enterprises to consolidate their email security infrastructure, reducing 
cost and complexity.

Partners for Complete Value-Added Solutions
Our select set of industry-leading partners combine the strength of their 
products with MailFrontier to deliver complete email solutions.
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SPECIFICATIONS M500 M1000

Processor/bus
Processor 3.2 GHz 2 x Intel Xeon – 3.0 GHz 
Cache 1 MB 2 MB each processor
FSB 800 MHz 800 MHz

Memory 1 GB SDRAM 2 GB Dual Channel SDRAM

Storage
RAID Level 1 Level 1
Drives 2 x 80 GB 2 x 160 GB

Hot-swappable

Connectivity
Ethernet 100/1000 100/1000

Scanned messages
per hour 50,000 100,000

Interface
 Web administration Yes Yes
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For a Free Trial 

Contact Your Local Reseller 
Or Go To
www.mailfrontier.com/trial


