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MailFrontier Compliance™ Module
Email Compliance Made Easy

Comprehensive Compliance
Protection with MailFrontier

The specialized policy management
and enforcement in the MailFrontier

Compliance module offers
the following:

¢ Intelligent Identification
determines if an email violates
a policy using

- Message Component Analysis
- Record Matching

- Compliance Dictionaries

- Intelligent Attachment Matching

- Attachment Scanning
- Policy by Group
- Disguised Text Identification

* Monitoring & Reporting
allows administrators to

inconspicuously view compliance

violations with
- Notification Emails
- Approval Boxes
- Blind Copy to Administrators
- Compliance Reports
e Encryption, Archiving
& Other Enforcement

provides a range of integrated
enforcement options including

- Encrypt
- Archive
- Block

- Delete
- Review
- Copy

- Quarantine

All Organizations Have Email Compliance Requirements

All organizations are faced with the challenge of meeting email compliance
requirements, whether regulatory compliance from government legislation, such
as HIPAA, GLBA, or SOX; industry standards; or corporate compliance, such
as preventing offensive emails or protecting intellectual property. With these
various compliance requirements, encryption and archiving options alone are not
enough. Organizations must have robust policy management and enforcement
options to meet the range of compliance needs.

How Regulatory and Corporate Compliance Apply

Regulatory Do you need to
e Comply with specific government regulations, such as

‘ (LEeog;/iilrantrigim HIPAJZ,YGLBA,%OX, o? other federal %r state legislation?

e Industry e Comply with industry communication standards?
Standards e Limit the distribution of information?

Corporate Do you need to

e Email e Stop emails containing offensive or harassing language?
Policies e Block attachments of a particular type or size?

e Confidential e |ssue disclaimers or other automated information in
Information specific circumstances?
Protection ® Prevent employees from emailing your intellectual

property or customer lists to competitors?

Making Compliance Policies Easy

MailFrontier is the leading provider of email security and compliance solutions
that protect organizations against threats, such as spam, phishing, and viruses;
identify and enforce regulatory and corporate compliance policies; and enable
consolidation of email infrastructure. MailFrontier makes compliance easy with
MailFrontier Gateway™ products and the MailFrontier Compliance™ module.

MailFrontier Compliance Module

The MailFrontier Compliance module provides intelligent identification that
analyzes all message components and recognizes predefined and custom
records (such as SSN, customer ID), words/phrases from compliance dictionaries,
and other compliance indicators. Because MailFrontier integrates with an
organization’s existing directory system, these policies can be applied to the
entire organization, a group, or individual.

MailFrontier goes beyond matching records, keywords, and phrases with
MailFrontier Disguised Text Identification™, which detects information that has
been accidentally or purposefully altered.

Administrators can inconspicuously monitor the effectiveness of the compliance
policies through notification emails, approval boxes, blind copies of emails to
administrators, and compliance reports. Administrators also can select the
enforcement option that best fits the compliance situation, including encrypt,
archive, block, delete, review, copy, or quarantine.



Easily Apply Compliance Policies

MailFrontier's Web-based administrative interface provides centralized management that makes it easy to create inbound
and outbound policies for regulatory and corporate compliance on just one screen. Enabling compliance policies could

not be more simple and effective.

In the MailFrontier Compliance module, from a single screen the administrator can

1. Select the component of the email to be searched and the attribute that indicates a policy violation,
2. Determine the enforcement action that should be taken if the attribute is found, and

3. Choose the groups to which the policy should be applied.

Message Components & Attributes
To begin, select the part of the
message to which you want to apply
the compliance policy, such as from,
to, body, or attachment. Then
determine the compliance policy
attribute which indicates a violation.
Pick from options including record
matching, compliance dictionaries, and
disguised text identification.
B

Enforcement Actions

Once the policy is set, select the
enforcement action for
non-compliant emails, for example,
encrypt, archive, block, review,
copy, or quarantine.

A/

Groups

The last step is to choose the
groups to which the policy applies.
The policy can be applied to the
entire organization or just a
department, group, or individual.

i# Add Outbound Compliance Filter

Close

© Help
Enable this Compliance Filter: E
If of the conditions are met:
Search Value:
~
> (Separated by commas)
[aY LR
' L/ Use Dictionary:
Message Part: Matching: [ Medical Terms > I @
Subject & Body 3] [Wilh Specific Word(s) :] O Use Record Match:
Social Security | # I
D Match Case
D Intelligent Attachment Matching
__ Disguised text ID
Perform the following actions:
Sauans [ Issue Email Notifica.. 4]
} D And stop processing policy filters.
From: |
Subject: I @
Message
Text:
Compliance Name and Group
Compliance Name: |

Apply this compliance
to:

|Save This Compliance Filter | |Cance| |

Integrated Encryption and
Archiving Partners

To meet your encryption needs,
MailFrontier has partnered with
encryption companies PGP
Corporation and Voltage Security,
Inc. For archiving, MailFrontier

BEA Volse H&-

One Solution to Meet Your Compliance and Email Security Needs

Not meeting compliance needs can have significant consequences on an
organization, including fines, legal fees, intellectual property theft, loss

of reputation, and other damages. The MailFrontier Compliance module
provides features that will enable your organization to meet both regulatory
and corporate requirements with the flexibility and ease of management to
lift the burden of becoming compliant. These compliance features are part
of a comprehensive email security solution, enabling consolidation of email
infrastructure and making email protection easy.
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