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Email is good again:

Preemptive Scanning MTA:
Proven Performance
MailFrontier Preemptive
Scanning MTA was put to the
test in a recent industry review.
This independent verification of
MailFrontier's message delivery
shows a rate 40 to 290 percent
better than competitive products’.

Message Delivery Rate: 40-290 percent faster

MailFrontier

'Delivery rate, msg/sec, Network World, Analyzing the Spam Test Results, 12/20/04

MailFrontier’s best-in-class
message delivery rate means
inbound and outbound corporate
email reaches its intended
recipients faster. Higher
performance means fewer
servers, easier management,

and lower cost.

Preemptive Scanning MTA™

Technical Brief

MailFrontier delivers leading email protection with its innovative,
best-in-industry Preemptive Scanning MTA™.,

Preemptive Scanning MTA differs from other MTAs where disk I/O slows
email performance. Junk email now accounts for 50 to 90 percent of typical
inbound traffic, so every email message in or out of an organization must
be scanned for threats and policy violations. But with most MTAs, messages
have already been accepted, queued, and written to disk before they

are filtered.

On Disk Analysis:
Junk email consumes disk I/O and slows MTA throughput
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On-disk Analysis

MailFrontier Preemptive Scanning MTA only accepts and queues
messages that have successfully passed through MailFrontier
filters—meaning only legitimate messages are processed by our MTA.
Junk messages—the majority of today’s email—are never processed by
the MTA. Instead, they are instantly deleted, bounced, rejected, or
quarantined with no effect on delivery or throughput.

MailFrontier Preemptive Scanning MTA:
Eliminates junk prior to disk I/O, thus assuring a rapid email delivery rate

In-memory Scanning o




MailFrontier Gateway
provides multiple message
delivery options including:

¢ Preemptive scan with direct
delivery of messages to an
email server

* Preemptive scan with queuing of
messages for delivery to an
email server

* Preemptive scan with queuing
and routing by domain, LDAP, or
MX record to multiple
email servers

MailFrontier Email Security:

» Best Protection
—From External Threat
—Against Internal Threats
—With Policy Management

« Effortless Control
—Quick & Flexible Con guration
—Hands-off Maintenance
—Streamlined User/Group Mgmt

» High Performance
—Delivery rates up to 290%

faster than the competition *

1Network World, 12/20/04
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Email is good again’

Scaling and High Availability to Meet Enterprise Needs

MailFrontier can run as a single all-in-one product that easily handles
all scanning, quarantining, and management. Or, MailFrontier can
deploy in high-availability, multi-system environments with Remote
Analyzer option.

For the scalability, redundancy and high availability needs of large
enterprises, MailFrontier Remote Analyzers enable distributed
processing and management. In this conbguration, MailFrontier Remote
Analyzers are deployed at the perimeter of the company to rapidly scan
incoming email. A separate Control Center is conbgured to handle the
management of the MailFrontier system.

MailFrontier's scalable architecture with MailFrontier Remote Analyzer

All MailFrontier Remote Analyzers can delete, bounce, reject, or quarantine
unwanted mail while permitting legitimate email to pass through
untouched to its destination. MailFrontier Remote Analyzers can also
be deployed in multiple, globally-distributed data centers to provide
complete scalability and redundancy. New Remote Analyzers can be
dropped in with no new set-up conbguration.

Email Security Made Effortless

MailFrontierOs email security technology is running at over a thousand
enterprises. With MailFrontier, you get effortless control over your
email, including:

¥ Centralized management across all servers

¥ Scalability and redundancy utilizing Remote Analyzers

¥ Dashboard and detailed reporting on MTA status and health
across all servers

¥ Integrated protection from spam, viruses, phishing, DHA, DOS,
zombies, and other threats

E-mail security alone isnOt enough. Security without performance or
manageability will stiRe a companyOs business. Only MailFrontier gives
you the comprehensive email security you need in a system architected
for performance. MailFrontierOs Preemptive Scanning MTA sets the
industry standard for real-world message delivery rate. Architectural
Rexibility give the power to cost effectively scale to any email load with
effortless conbguration, management, and control of the entire system.
With MailFrontier, email is good again.



