MailFrontier

"One successful instance of
email fraud could result in a
breach of network security
which lays bare an
infrastructure, its information,
its users, and its customers to
the criminal or malicious
imagination of every spammer,
hacker, and thief.”

Features

¢ Detection of fraud with 100
percent certainty

e Option to delete fraud email
at the perimeter

¢ Immediate differentiation and
segregation of fraud from
spam and other email threats

¢ Distinct fraud reporting, alert,
and feedback tools to keep IT
aware of trends

Email fraud enters the enterprise
Email fraud is no longer a consumer problem. Now an urgent enterprise
security threat, fraudulent email steals corporate information through the
"soft underbelly” of well-intentioned employees and renders IT security
defenses useless. Each year, corporations are swindled out of billions of
dollars in money and thousands of hours in time by fraudulent email
attacks, attacks that go beyond the now well-known “phishing” scams.
And as Internet scams become more and more sophisticated, one thing
is clear: every company is vulnerable to email fraud.

Anti-spam filters do not help
Fraud is not simply spam or malicious programming; it is a targeted and
malicious criminal attack on the enterprise that requires specific attention
and action. Intended to look identical to legitimate emails from respected
companies, fraudulent emails are not caught by anti-spam filters, which
are specifically designed to let such emails into the organization.

MailFrontier Anti-Fraud Module: The right response to fraud
The MailFrontier Enterprise Gateway provides the only solution that is
uniquely designed to identify, capture, and take action on fraudulent
emails. It includes statistical filtering methods specifically developed to
evaluate fraudulent content. The MailFrontier Anti-Fraud module also
analyzes for fraudster obfuscation techniques, tests for system exploits,
and checks against MailFrontier’s database of fraudulent contact points.
Fraudulent emails are caught and identified distinctly from spam and
other threats. To educate your team on future threats, MailFrontier
Anti-Fraud module can alert selectedindividuals such as IT or end-users
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of fraud outbreaks in
the wild. Finally, for
auditing and security,
MailFrontier Anti-Fraud
module can assemble
copies of all fraudulent
emails entering the
enterprise. MailFrontier
provides complete,
self-running protection
against fraudulent
email.



System Requirements

e OS: Windows or Solaris

¢ Works with any email server,
any email client

Scalability

e Supports corporations with
over 100,000 users in multiple
locations worldwide

¢ Processes over 4 million
messages per server per day

¢ Fault tolerant with multiple
parallel servers working in
tandem

Detect fraud immediately

Immediate and accurate fraud detection requires email analysis methodologies
designed specifically for fraud. To identify fraud emails, MailFrontier has
developed patent-pending anti-fraud techniques, including:

e Divergence Detection™: email contact point analysis to

determine legitimacy

* Fraud-specific Bayesian evaluation: statistical techniques
designed to evaluate fraudulent content

e Obfuscation Detection: identification tools designed to locate
fraudster tricks, such as hex or binary encoded URLs

Take appropriate action

The MailFrontier Anti-Fraud module identifies fraudulent emails with 100
percent certainty and offers a range of actions, including the option to
delete definite fraud at the perimeter of the infrastructure before it has a
chance to reach any recipient. MailFrontier Anti-Fraud module can
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provide users with a summary of
quarantined fraudulent messages and
lets IT administrators selectively limit
action on fraud messages.

Provide corporate management
with critical data

MailFrontier captures volumes of
messages that have not yet been sent
to your enterprise. When MailFrontier
identifies a new type of fraudulent
message (e.g. such as one that uses a
new technique), the MailFrontier
Anti-Fraud module can provide an
automatic, proactive advisory to IT
and end users with information about
this new fraud attack. With this
information, IT and corporate security
teams have longer lead times to build
defenses before new fraud outbreaks
hit the organization.
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