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"Phishing” is the most common type of fraudulent email today. Phishing emails — so named
because fraudsters use them to “fish” for information — attempt to entice people to provide
sensitive information or take actions that a fraudster can exploit for financial gain or other
malicious purposes.

Until recently, phishing was a problem mainly for consumers. In a June 2004 report from research
firm, the Gartner Group, the results of a consumer survey conducted in April revealed that 57 million
Americans think they have received a phishing email. About 1.8 million of those who reported
having received a phishing email said they responded, disclosing personal or financial information.
Of those, half were the victims of some form of identity theft related fraud.

And the problem is growing. According to the Gartner survey, 76 percent of the phishing emails

arrived within the prior six months and nearly all within the prior year. And almost all of the fraud
resulting from phishing emails has happened in the past year, costing banks and card companies
about $1.2 billion in direct losses.

Flushed with success defrauding consumers, fraudsters now are turning their sights on businesses,
having discovered that techniques that work well with consumers work equally well with
unsuspecting employees. Phishing emails aimed at employees often appear to come from trusted
sources such as company management or partners; use legitimate company graphics, layout,
content and links; and ask employees to take actions that seem reasonable in a business context,
such as verifying company information.

In fighting phishing emails, many organizations treat them as just another type of spam and in some
ways, they do look and act like spam. Phishing emails come in unsolicited and tend to request
something of the recipient such as a purchase, an action or an entry of information.

* But the similarity ends there and the differences are critical. While spammers and the emails
they send are often blatantly authentic, fraudsters cloak themselves and their phishing emails
as coming from a partner or friend. And while spammers often seek attention, fraudsters avoid
it, masquerading as a trusted source and using your corporate email system and your
employees against you



MailFrontier research further shows that in organizations using a spam filter to trap phishing emails,
if the spam filter has no way of flagging email from an apparently trusted source that is, in fact,
fraudulent, 40 percent of employees will remove it from quarantine, believing it to be legitimate.
This means that if 500 emails hit your corporate network requesting that your employees
re-authenticate their network access information, and if your spam filter catches those emails, 200
recipients are likely to remove the email from quarantine and may act on it.

Equally disconcerting, MailFrontier research shows that 1 out of 10 people who are shown a
phishing email after they have been told it is suspicious are still fooled into acting upon it.

You are at risk; but you can do something about it. Effective anti-phishing strategies start with
knowledge — a powerful weapon in the fight against fraudsters. The more your employees know
about how they are being targeted and what they should do when they suspect they have received
a phishing email, the more likely they are to take appropriate action.

The more you know, the better prepared you can be.

In this whitepaper, MailFrontier — a market leader in email security that protects growing
organizations from spam, virus, phishing, fraud and other email threats — presents surefire ways to
protect yourself from phishing scams and the top 10 tricks used in phishing emails and fraudulent
Web sites.

All of the examples used in this white paper are based on actual phishing emails and fraudulent
Web sites, that have been forwarded to MailFrontier by our customers.



Email fraudsters go to great lengths to make their phishing emails appear to be from reputable
companies and to hide their actual intent. And based on MailFrontier research, many fraudsters
enjoy great success. In a MailFrontier online survey of more than 225,000 people who were shown
10 emails and asked to determine whether they were legitimate or fraudulent, participants
responded incorrectly over 30 percent of the time.

Nevertheless, there are ways you can protect yourself from phishing scams.

Tip #1:
If you are not a customer of a company that appears to be sending you an email, ignore it.

Fraudsters rely on the few recipients who are customers of the company to fall victim to the scam.

Tip #2:
Even if you are a customer, never respond directly to an email request from a company for
personal or financial information.

Instead verify the authenticity of the request by using an email or telephone contact that you know
is legitimate.

Tip #3:
Never go to a web site from a link in an email.

Instead enter URLs that you know are legitimate directly into your browser or by using bookmarks
you created.

Tip #4:
If an apparently legitimate Web site that you have visited before prompts you for a password,
enter an incorrect one first.

A fraudulent Web site will accept an incorrect password while a legitimate one will not.
Tip #5:
If you unwittingly supply personal or financial information, inform the appropriate

institutions immediately.

Banks and credit card companies will work with you to prevent your information from being used
against you.

Tip #6:
Become familiar with the tricks of the trade so you can spot fraudulent emails.

Knowledge is a powerful weapon in the fight against email fraudsters.

To test your own phishing IQ, visit the MailFrontier Web site at www.mailfrontier.com.



Why are phishing emails so difficult to recognize? Because fraudsters know they must gain your trust
before you will respond or disclose personal or financial information. Here are some common tricks
of the trade fraudsters use to make emails and Web sites look and act legitimate.

Trick #1: Mimic Reputable Companies

A successful phishing email will mimic or “spoof” a reputable company. The most targeted industry
for spoofing is financial services and the companies spoofed most often are Citibank, eBay and
PayPal. Internet retailers and Internet service providers also are frequent targets.

The most common way to mimic a reputable company is to adopt the company’s visible branding
and corporate identity. In the email shown below, the fraudsters pulled the EarthLink logo from the
EarthLink site.

& Verification Account

Fle Edt lView Tods Message Hebp ar
g & 8 = X © UV W
Reply Reply Al Forward Print Delete | Addresses
From: Earthiink
Date: Wednesday, February 04, 2004 3:43PM
5ubj!c(‘: Verification Account

fj‘ EarthlLink revolves around you"

Dear EarthLink user,
As part of our continuing commitment to protect your account and to reduce the instance of
frand on our website, we are undertaking a period review of owr member accounts. You are

requested to visit our site by following the link given below :

hitps:'www.earthlink net’verification? 76488820019

Please fill in the required information. This is required for us to continue to offer vou a safe
and risk free environment to mn your auctions, and maintain the EarthLink experience.
Thank you Accounts Management

**#DPlease Do Not Reply To This E-Mail As You Will Not Recerve A Response®*®* }
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While the main link in a phishing email sends the recipient to a fraudulent Web site, another way to

add authenticity is to include links to sections of the real company’s Web site.

In the fraudulent PayPal email below, all of the links in the email are linked to real PayPal Web pages

except the “click here” link in the middle of the email text.

2 Verify your identity

Ble Edt Vew Tooks Message Help
¢ ¥ 92§ X [ 0 O W
Reply ReplyAl Forward = Print  Delete  Frevious N

From: PayPal
Date: Thursday, February 05, 2004 10:45 PM
Subject: Werify your identity

PayPall Sign Up | Log Out | Help

welcome | Send Money Request Money Merchant Tools Auction Tools

Dear paypal user, We would like to inform you that we are
upgrading our server to install a better protection software. So
please click here and fill in the registration form again to renew
your account. Paypal Administration.

Thank you for a using PayPall

About | Accounts | Fees | Privacy | Security Center | User Agreement | Developers | Referrals | Shops
an eBay company

Copyright 1959-2003 PayPal. All nights reserved.
Information about FDIC pass-through insuranca

To further convince the recipient that the email originated from the reputable company, fraudsters
use a "from"” email address that appears to be from the company by using the company’s domain

name (e.g., @ebay.com, @paypal.com).
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Trick #2: Use Different Reply Address From the Claimed Sender
In some phishing emails, the email claims to be from a reputable company, but is set to reply to a
fraudulent reply address.

In the example below, this fraudulent eBay email claims to be from eBay support, but is set to reply
to aw-confirm@ebey.com. Note that the fraudsters used “ebey” instead of “ebay.”

v Reply % Reply to Al 4% Forward & ¥ | [ A|E.
FHle Edit View Insert Format Tools Actions Help e a question f : -
From: I Ebay Support [aw-confirm@ebey.com] I Sent: Tue 2/24/2004 12:03 AM

Subject: Your Ebay Billing Profile Has Expired - Flease Respond

d) \ i

The World's Online Marketplace®

Dear valued eBay member,

It has come to our attention, that your eBay Billing Information records are out to date. This requires you to
update your Billing Information. If you could please take 5-10 minutes out of your online experience and
update your billing records, you will not run into any future problems with eBay's online service. However,
failure to update your records will result in account termination, cancelation of service, Terms of Service (TOS)
violations or future billing problems. Therefore we encourage you to update your records within 24 hours.

Once you have updated your account records, your eBay session will not be interrupted and will continue as
normal.

Please dlick here to update vour billing records.

Thank you for your time
Best Regards,

Dawn Kimmel
eBay Billing Department Team

Announcements | Register | Shop eBay-o-rama | Security Center | Policies | PayPal | eBay Anything
Points Feedback Forum | About eBay | Jobs | Affiliates Program | Developers | eBay Downloads | eBay
Gift Certificates

TErew b

privacy stmteme
Your notification preferences are set to receive the eBay Periodical newsletter and Product Updates when you
create a eBay account.

Copyright @ 1995-2004 eBay Inc. All Rights Reserved. Designated trademarks and brands are the property of
their respective owners. Use of this Web site constitutes acceptance of the eBay User Agreement and Privacy
Palicy.
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Trick #3: Create a Plausible Premise

After convincing the recipient that the email originated from a reputable company, the email must
present a plausible premise that persuades the recipient to divulge sensitive information. The email
may claim that the recipient’s account information is outdated, a credit card has expired or the
account has been randomly selected for verification.

Ironically, the email often plays on people’s fear of fraud to defraud them: The email may claim that
the company has installed new security software and the recipient must renew the account
information, or the email might claim that the account has been compromised by some sort of
fraudulent activity and the account must be confirmed.

Trick #4: Require a Quick Response

Fraudsters have very little time to collect information before their sites are shut down, so they must
convince the recipients to respond quickly. The following are examples of urgent requests sent in
phishing emails:

“If you don't respond within 24h after receiving this Mail Information your account will be
deactivated and removed from our server (your account suspension will be made due to
several discrepancies in your registration information as explained in Section 9 of the eBay
User Agreement.”

“Please, give us the following information so that we could fully verify your identity.
Otherwise your access to Earthlink services will be closed.”

The fraudulent eBay email below claims that the recipient’s account has expired and threatens to
terminate the account if the recipient does not login through the link provided in the email within
the next 24 hours.

B Verfy your identity. - Messape (HTML)

PeBeply T Reply to 8 W0 Fonpeed | T X .,
Fie EdE Waw  nsat Formal Took  Achors  Hep -
Fresti! Saphie Aguier [QFBUWOLAN D bay £eim] Sank: Mo EI04 1100 Ak

Subject: Verfy your identity

ety

Drear valusd eBay menbar,

Your accoumt has expired, You nmst login into vour account mmnediately,othereiss vour
account will be terminated,
Click on the Imk below and re-enter vour accomt informntion

higp:\www.ehav.com

Pleass login invto vour ascount in next 24 hours

This is an anbonatic enail sent io yow
Please do o o4 reply to this email messagpe.




Trick #5: Promise Security and/or Privacy
Phishing emails also try to assure the recipient that the transaction is secure and that their
information will be kept private in hopes of gaining the recipient’s trust.

In the following fraudulent Citibank email, the fraudsters include the security assurance: "We are

sending this verification notice to provide you with information about how Citibank safeguards your
privacy, as well as to comply with U.S. federal privacy guidelines that apply to financial institutions

such as Citibank. The full terms of Citibank’s privacy policy are available on the Citibank website,
which you are welcome to review at any time.”

B Citibank notification - Message (HTML)

f¢Beply | GeReplyto ) w0 Fopard | S X ® S
e Eor Vew nsaim Fgrmat Took ACions  Hep
Frame senioedonbankocom Ten: St 302008 423 AM

Subject: Citbank modfcatian

N ——
citr
Citibank
MNorification
Diear citibank cusiomer,

At Citibank, we value the tnst vou hove pleced in ws by wing owr senvice to conduct vour transactions.
Because our relatiomsbip with vou is fmncial nnofure, the protection of vour privacy is particalarly
important to .

We are sending this verification notlce to provide vou with information sbout how Ciifhank safegrards

vour privaey, 83 well as to comply with US, federal privacy gnidelines that apply to finaneisl institwtions
anch as Cittbank. The fizl] terma of Citibask’s Pei\:q'puii.c_\' are mailoble og the Citibank website, which vou
are welcome lo revien al any Hine

Please verify your account information by clicking on the link below:
Ny

T acconnts bere
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Phishing email messages also frequently use the TRUSTe symbol at the bottom of the email. The
TRUSTe symbol is designed for use by businesses that agree to a high standard of personal
information protection. (See http://www.truste.org/)

reviewed by

site privacy statement

Here are some examples:

8 Update your eBay account CE®E
fle Edt ew Jools [essage e ax
8 & o8 = X 0 ©O
Repy ReplyAl Foward Pt Dete

From:  support@ebay.com
Date: ‘Wednesday, January 28, 2004 4:06 PM

Subject: Update your eSay account

®
3 htg w. it 5 1 Micresalt Inter a Y
Fle Edt Vew Faeoites Tooks Help

e Q 2 \‘J ;@ ":. I\'m _L-.;Fa @ @) ‘The World's Online Marketplace™

2 Visa Verification - Microsoft Internet Explorer

Eo&

All you need.”

Please verify the information below for the e-mail

i 8 fEEihee o Dear eBay user, -
during our regular update and verification of the accounts, we couldy address:
d) Y' Either your information has changed or it is incomplete. Credit Card/Debit Card
) If the account information is not updated to current i jon withi
Thank you for visiting buy on eBay will be restricted.

Please update and verify vour information by signing in your accoun
Hew to eBay? or  Already an eBay user? erify 3 - °

Card Expires
I you want to sign in, youll 1 you'd ke 1o retuen to eBay, sign in hips:¥iscei ebav com/saw-coi/eBavISAPT dil?Veri i Month- -
need 1o register first

eBay User ID ***Please Do Not Reply To This E-Mail As You Wil Not Receindl iy

Registration is fast and free.

Earmut your User 107 l:l
p—

Thank you,

L | Stacey Cohen Submit
Eergo your passnord? ¢Bay Billing Department Team

=
[kesp me signed in on this computer m
oo

Aecount peataction tipa | Securs sign in 55

Announcements | Register| Safe Trading Tips | M‘J Copyright ® 1995-2004 Visa Inc. All Rights Reserved.

Nesinnatad tradamade and hrands ars tha acnnachs of thair ssenactive swnare

Copyight ) 1995-2003 #Bay Ine. All Rights Reserved

CHIIGRAIES IACEMERT 8RG DAIRSS 848 NG HOPErly o1 A FEIBECEVE Twien B

Use of this Wat site constitutes scoRptance of the eBay Liser Aomemenst ang Brivpo, S
Eoliey

*fou can also register or sign in using the following senice:

Copyright @ 1356200 aBay Ing. A5 Righa Rasened
1 enpary of saman
Uve of this et site covalituten socmptance of the eBiey Wptr Aasermact and Biivac Bk

&1 & @ Internet
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Trick #6: Collect Information in the Email

The earliest phishing emails used forms within the email to gather information. This method of
phishing is still used in some of today’s scams. Once the information has been entered, the email
must provide a method of sending the information to the fraudster. Generally the “Submit” button
at the bottom of the form sends the to the fraudster.

B Final notice - update your account to avoid service cancellation! - Meszage (HTML)

O/ Reply WeReplyto Al SOForgard & 0 T i G
Be Edt Vew Jnsert Fprmat Jook Actions  Help |
From:  eBay.com [aw~confirmGebay.com] Senl: Fri 352004 7:41 AM

Subject: Fal notice - update your account to avoid service cancellstion]

Account Update with eBay Auction Community 11!

ehY
The Worlds Oalise Marketslace®  Lipdlate Your Account Information Within
48 Hours

Dear Valued eBay member,

We are moving to better servers so that better services can be provided.Due to our
migration, it Is necessary to update our database and backup our customer's data, In
order for us to accomplish that, you need to enter the below information.

ATTENTION!
If this information s not sent to eBay by March 25th 2004, your eBay account with
us

will be automatically deleted!

All fields beiow are required. Please donble check before you Submit
eBay User ID

Fassword

Enter Credit Carﬂ/__l)eb]t Card Information

Card Type: [Credit ﬂ
Credit

card/debit card Ill

number

Expiration date Month: ,_;I Year: ﬂ

CVV2 Code |_ 3 Digit code at the back of your card, next to signature (American Express
need 4 d

Efz;tp';"crd [ theu » of security used at ATMs

Birthdate: [~Month— =] [-Day— =] [-Voar— =]

Name of —_—
Cardholder

Please enter billing address as it appears on your credit card bill
stat

Billing address |

Primary Phone | ]
—

City |
State/province [—

Zip/ postal I
code

Country [United States =]

Enter Bank Account Information

Account owner

Firsf nam Last name
Country of [United States =

account
EBank name
Bank routing # |

Checking I
account #

Bank website | {ex: worw citibank com §
Bank usernnme!

Bank password |

Submit > |

I Kpeo me signed in on this computer unloss 1 sign oul

Announcements | Register | Shop eBay-o-rama | Policies | PayPal
Eecdback Forum | About eBay | Jobs | Affkstes Program | oBiay Downloads

My eBay | Site Map
Browse | Sef | Services | Search | Help | Commundy

Copyright & 1905.2004 eBay Inc_ All Rights Resened

Designated trademarks and brands are the property of their respective —

owners ) |
Usa of this Wab site constifules acceptance of the eBay User Agreamant and

Privacy Paolioy
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Trick #7: Link to Web Sites That Gather Information

Today, most phishing emails provide a link that takes the recipient to a fraudulent Web site instead
of using forms within the email. Fraudsters continue to emulate the company they are spoofing in
their fraudulent Web pages by using images from the company’s real Web sites, similar fonts and
color schemes. Some use the code from the real company’s Web pages and merely change a few
essential details, such as where the information is submitted or a link to forward the user to another
fraudulent Web page. Some register domain names that are very similar to those owned by a
reputable company in the hopes of fooling the recipient into believing that the URL is owned by a
reputable company.

Many fraudulent Web pages look virtually identical to the real Web site, as in the example below.

: | Bt Ferwe. L I i
Fle [Edt Mew Favorites Toolk Help s
O - ©- [ @ 6 P Frromns @ree @3- 5 B -1 B
agdress | @] itip:{fevon. trevis 12. home.ro farrbada eBay [Z5APE fSignin hitm v Go i ® -
-~
ebY
Thank you for visiting @ Mo Helg?
Hew to eBay? of  Already an eBay user?
I you wanl bo Sign an, youll f you'd hke 10 rétum bo eBay, Sign m
od b tar first
PEecia ragistet s eBay User ID
Registration is fast and free
Fargot vo
|:|Re<}gler:- Password

U-d"g M signed in on th

Aresumt pratactien bipd | Sesurs Sign in [SSL)

‘fou can also register of sign in using the following semce

razzram
Signin ..
LI

Annguncemants | Register | Security Center | Policies | Feadhack Forym | About aBlay
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compare the fraudulent site on the previous page to the real eBay sign-in page below:

Sign In @ Meed Helo?
HNew to eBay? or Already an eBay user?
If you want to sign in, youll eBay members, sign in to save time for bidding, selling, and
naad to register first other acimties
Registration is fast and free eBay User ID
Forgot your User 1D
Password

Fargok your passward?
[ Signin>
[ xasp me signed in on this computer unless [ sign out.

Arenunt prabection bipd | Secure sign in (SSL)

You can also regester or sign in using the following senice

Announcements | Register | Secunty Center | Policies | Feedback Foum | About eBay

Copywight @ 19952004 aBay Inc All Rights Ressned
Dasignated Fademess Snd BIEnc Sou th property of Hubil gt Swnen
Ui of this Wb iite conilibated scoactance of Boe eBay Lber Agree el and Priveoy Policy

&) ® internet

Once the recipient follows the link to the fraudulent Web site, the fraudster gathers information
through forms. This process is similar to sending information through forms in emails, as discussed
earlier. However, using Web pages instead of email forms provides fraudsters with more flexibility.
Not only do the fraudulent Web pages have forms to gather information, many often contain
introduction pages, pages indicating the information is being processed and pages thanking the
recipient for the information. Frequently, the browser is redirected to the real company's Web site
after the information has been collected in an attempt to further fool the recipient into believing
that the request for the information came from the spoofed company.
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Many fraudulent Web pages are opened as pop-ups. Fraudsters cause the email link to go to
the fraudulent Web site, which generates the fraudulent pop-up and then redirects the main
browser window to the real company site. This transaction appears to the user as a pop-up over
the real company site. Fraudsters use this technique to make their information gathering appear

more credible.

2 Visa USA - Microsaft Internet Explorer

Be [&t ew Favoites Tocks Heo

w Q@G P

Agcess ‘] hitpe e, uss . visa. com PountrysusSepey_gg_retm

Forwonn @uea @) [2-5 B -

EEE

VISA

D e Gl Bt - Al e Dl Saprl

lﬁ W el

o vl Uy emueon G dee G e vt
ELE SR
ot S Tei: Lol
i mt e \\
L
vomr = 31|= i
[T}
255
tie & uecEs
mur|l|!
: ansge
LA i ST O D T e
e e e e
Practical b : i Vi TECTI T PR TnanagE yout programs
Finmno sl 1008 Snd axpan sovios LabER PAZealiang BN AbORN winneds mm
SN Speort fof N S
o E | Vit | En Esos
W Internet

Using a pop-up with the browser menu disabled discourages the viewer from saving the page. The
viewer is limited to saving the source code by right clicking on the pop-up, selecting View Source

and saving the code.
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Trick #8: Fake a Secure Connection

A URL that begins with “https://" (instead of “http://") indicates that information is being
transmitted over a secure connection and the company has been issued a Secure Sockets Layer
(SSL) certificate. Some fraudulent sites use an “https://" URL to appear as a legitimate site. The
following fraudulent PayPal site used this technique.

Mimics secure connection

Eile

eBar:k' ‘_/l I_RJ Iﬁ ._h

Edit View Favorites Tools |

https://paypal.com

When recipients clicked on the appropriate link, they were directed to this security alert.

Security Alert

Irfomation you exchange with this site cannot be viewed or
L changed by others. However, there is 8 problem with the site’s
securty certficate.

& The secunty cerificate was issued by a company you have
not chosen to trust. View the cerificate to determine whether
you want to trust the cerifying autharity.

a The secunty certificate date is valid.

The name on the securty cerficate is invalid or does not
match the name of the site

Do you want to procesd?

fes ] L No Q [‘flew Certfficate

Most users are unsure what these alerts may indicate and these warnings are not uncommon when
trying to access legitimate sites. Even with this warning, an invalid or fake certificate may make the

user feel more secure in the transaction

Address bar incorrectly display:
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Trick #9: Process Submitted Information Immediately

Some fraudulent Web sites process the information provided by the victim when the information is
submitted. For example, some sites run credit card numbers to ensure they are valid, while others
send the user ID and password information through the real company’s site to verify that they are
legitimate. If the user submits false or incorrect information, the page generates an error message.
The Web site will not continue to the next step unless the user enters valid information.

Trick #10: Buy Time to Access Accounts

In some phishing scams, the fraudsters try to buy some time before their victims check on their
accounts to give the fraudsters an opportunity to use the personal information they have acquired.
The fraudsters indicate in either the email message or the Web pages that it will take a certain
amount of time for the account to be updated. They hope that this will prevent their victims from
checking their accounts during this time period. Here is an example.

ing submited information - Microsedt Internet Explorer -
Ble Edt Yew Fguorites ook  Heb o
i W A =y e £, b =7 %
Qut- © B @G Duwer o @ua @ - 5 3
Agdres {Jl':tpcn'_l’auw.m;.m bl Go ks ® ‘ff;'

Leverview ] estration | oing . selbin | iy | | S e

I W0 [Browse] sell EEEEEN Search | Help | Community |

[Seorch ] s

E Search tles and descoptions
Your information submited successful

Your submited information will be verfied by eBay Accounts Management Departament i 24 howrs.

Copynight © 19952003 «Bay Inc. All Rights Reserved

Desiznated trademarks and brands are the property of their respective oaners.
Use of thes Wb site constinstes acceptance of the eBay L and
Privacy Pokicy.

& B Internet
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Fraudsters go to great lengths today to devise effective ways to prey on unsuspecting consumers
and businesses for personal and financial gain. And just as consumers and businesses continually
change their practices to keep pace with emerging technology, fraudsters too adapt to the new
opportunities that technology offers them.

Nevertheless, by understanding phishing as a distinct and sophisticated type of email threat, and
by seeking solutions designed specifically to stop fraudulent email, you can protect yourself. The
first step is knowledge, a powerful weapon in the fight against email fraudsters. Only by
understanding the tricks of the trade used by fraudsters can we foil them.

To read more about how to protect your organization from phishing and other types of email
fraud, visit www.mailfrontier.com and download the whitepaper: “Stop Email Fraud...Before

it Stops You.”



MailFrontier is an email security company that protects your organization from spam, virus, phishing,
fraud and the growing number of other costly email threats. Fighting an enemy that changes daily,
MailFrontier is a market leader, offering best-in-class protection from all known threats, blended
attacks and new threats as they emerge. Only MailFrontier is effective and easy, and ensures that
you stay a step ahead of email threats that can cripple your productivity, increase your liability and
cause your IT costs to skyrocket.

MailFrontier is dedicated to serving growing organizations by delivering product, service and
partner experiences that meet your unique requirements. The industries we serve include media &
entertainment, insurance, financial services, utilities, healthcare, manufacturing, high technology
and other sectors. We have more than 800 customers, including Pier 1 Imports, the San Francisco
Giants, Wyndham Hotels & Resorts and Peet'’s Coffee & Tea.

For more information about MailFrontier, contact us at;

MailFrontier, Inc.

1841 Page Mill Rd.
Palo Alto, CA 94304
Phone: 650.461.7500
Fax: 650.461.7501
www.mailfrontier.com

1841 Page Mill Road

@ MailFrontier: Palo Alto, cA 94304
886-3NO-SPAM

www.mailfrontier.com





